Compositional Symbolic Execution



Compositional Symbolic Execution in a nutshell

Underpins tools based on ideas from separation logic:
e.g. Verifast, Viper (one backend), Gillian, CN, Infer-Pulse
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Successful in both academia and industry

Symbolic execution of partial symbolic state; partial
symbolic heap manipulated using consume and produce
operations

First-order path constraints checked with SMT solvers
(we use z3)

Compositionality: possible to analyse a function
separately from the rest of the codebase and record the
results in function specifications in a separation logic
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Theory and practice of CSE

We are interested in both the theory and practice of CSE.

* Theory: we have developed the foundations of CSE theory,
mechanised in Rocq, that is independent of a particular tool
development.

* Practice: we develop and maintain the Gillian symbolic execution
platform.

 Both feed into each other and inform each other!



Our CSE Theory

b S
We differ from previous CSE theories in multiple
ways.

1. Foundational theory independent of any tool
2. Parametric on the memory model

3. Unified foundation for compositional
verification and true bug detection

4. Standard logical definitions used to specify
functions (e.g. separation logic and
incorrectness separation logic)




“ VARIABLES

~ Program variables

t = #lvar_6
X = #X
v Heap

v #loc_@ = allocated
bound = 2
v cells
= #lvar_5
1 = #lvar_6

~ Predicates

= list(#lvar_6, #lvar_3)

~ Pure formulae
= #lvar_4 == #loc_0
= #ivs == ([#lvar_5]
= #ix == [#loc_0@, 0]
v Types
#lvar_3 = List
#lvar_4 = Obj
#vs = List
#x = Pointer
v Axioms
= B <= len(#lvar_3)
=@ <= len(#vs)

=0 <= len(#x)

=

@ #lvar_3)

CSE Components in Gillian

Symbolic State
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predicate list(+x, vs) {

(x == null) * (vs == nil);

(x —-b> #v, #z) % list(#z, #vss) * (vs == #v::#vss)
}
// === EDIT BELOW HERE ===

{ (x == #x) % list(#x, #vs) }

Verify llen

function 1llen(x) {
if (x == null) {

n:==0
} else {
| t = [x + 11;
Dn-:=1len(t);

| n:i=n+1

};

return n
}
{ list(#x, #vs) * (ret == len(#vs)) }

Program Specification

llen
1
if ((x == null))
®
;;;r,,tme~f”é“““-mme;' -
n ;; 0 Eualuatiﬁé: (x + ..
1 1
retd}n n t = [{% + 1)]
« Match >

n := llen(t)
v/ Match \LTJ >

l
>

Symbolic Execution




Symbolic state:
6- — (§J ﬁl @J ﬁ)

—

v VARIABLES

Program variables

t = #lvar_o6 ‘]

~ Symbolic store:

.

v #loc_@ = allocated

bound = 2
v cells
@ = #lvar_5

$:PVar — g, LExp

~ Symbolic linear heap:

1 = #lvar_6

v |Predicates

fl : LExp = ¢ LEXp

User-defined predicates:

v

= list(#lvar_6, #lvar_3)

“~Pure formulae
= #lvar_4 == #loc_0

v Types
#lvar_3 = List
#lvar_4 = Obj
#vs = List

v Axioms

= #vs == ([#lvar_5] @ #lvar_3)
= #x == [#loc_@, @]

" : type omitted

~ Symbolic path condition:

#x = Pointer

= 0 <= len(#lvar_3)

= 0 <= len(#vs)

\\\\‘= 0 <= len(#x) ’////

~——

fT: LExp



Compositional Symbolic Execution: Function Compositionality

Algebraic
Interface

&f {}?::Er’* P } £ (X) {Dk: Q ok } {E?“T‘iQerr}

’\/

consume(OX, P, 8, &) ~ (67, c’}f)

Yy = f(E)

~~ K produce(Q /1, 67, &f) ~ G’




CSE for LLen — Recursive case

Approach: to verify this function specification using
compositional symbolic execution

{x =x = list(x,a)}

LLen(x) {
if (x = null){ Produce (i.e. assume) initial symbolic state from
n = 0 assertion to start symbolic execution
}else {
t:=[x+1];
n = LLen(); For function call, consume precondition and then

produce postcondition
n=n+ 1;

}

return m; Consume (i.e. assert) final symbolic state and check it

fok: list(x, ) * ret = |al} matches specification in the assertion



Produce the initial symbolic state given|list(x, &) in|the
precondition

Initial symbolic state also initialises parameter variable|(x)|and
variables in the function body|(n, t)

{x =x *list(x,a)} /
LLen(x){
/] 0 = ([x = x,n »null,t » null],|@p[list(X, @)])true) : produce
if (x = mutDe
/] T = ([x» x,n »null,t » null],|ig, [list(x,@)]|X = null) : if branch

/] T3 = ([x»x,n »null,t » null],fiyg,d,¥ = null A& = []) : unfolding list predicate

n = 0;

/] 02 = (x> %xn - 0,t »null], i, @ [l AN@ =1[]): assignment

/] 05 = (x> %xn -0t »null], i, 1, = null A@ =1[]) : folding list predicate

}else {

Analogous to intermediate assertions in proof sketches
{x = x*n,t =null xlist(x, a) x x = null}




{x =x *list(x,a)}
LLen(x){

// @ = (Jx - X,n - null,

if (x = null){

t - null], iy, [list(X, @)], true) { produce

/] T = ([x » 2,n »null,t » null], @p,|[list(x, @)]|X = null)|: if branch

// 03 = (x> X,
n = 0;
/] 05 = ([x > X,

/] 75 = ([x+ %,

}else {

n - null,t - null],fig, @)X = null A& =

[]) [ unfolding list predicate

n - 0t » null],fig,0x = null Aa=[]) ¢

assignment

n - 0,t » null], iyl [list(X, @)], X = null

A @ = []) : folding list predicate



}else {

/] G5 = ([x » X,n - null,t » null], iy |[list(X,&)],X # null)|: else branch

/] 77 = (x> 2p o nullt > nudl]|[R - 0]%+ 1o 9],[list(9,8)],& # null A@ =0 ) : unfold list
t:=[x+1];

/] 65 = ([x»2n enullt »9,[20 0,2+10 9], |list(9,8)],2 # null A@ =9 ::B) : lookup
n := LLen(t);

/] = (xrz2ne|pt o[ d,2+109]|list(9,8)],2 # null A@=7D::p) : feall
n=n + 1;
/] 66 = (Jx»2n |8 + 1,t » 9[- D,2+1» 9]|list(9,8)],2 # null A& =D :: §) : assign

/] 61 = (Jx»2n |8 + 1,t » 9|0, [list(X &), #null A& =0 :: §) : fold list

}

return n;
// note: we now have two branches, so we must consider changes in both symbolic states
/x d51 = ([x»2,n »0,t »null,ret » 0],y [list(X,@)],x = null A& =1[])
i1 =(x=2n |8 + 1,t »y,ret = |B| + 1], 1, [list(® A, 2 #nullAG =D :: f) =/

{ok: list(x,a) x ret = |al}



.

A

™

Consume part of gg that matches the precondition when LLen is given t as input

Results in the following intermediate symbolic state:
o= (xr2nnullt >, [E-02+1- 9,05 # null A& =D :: p)

;

/]G5 = ([x = 2n > nult -9, [Re 0,2 +10 9] [lst(9,8)]8 = null A& =0::p)
n := LLen(t);
/] G5 = ([xrgn - |Blft »9 [~ 0,2+ 1 9] [list(9,8)] 8 # null A@ =D ::p)

1

Produce postcondition given ¢’ (ret maps to n), which yields 5

(@

\ /

Recall:
{x =x #list(x,a)}
LLen(x) {...}

{list(x,a) * ret = |a|}




}else {

/] G5 = ([x » X,n - null,t » null], iy, [list(X,&)],X # null) : else branch

/] 5 = ([x~ 2,n »null,t »null],[£~ 9,2+ 10 9),|list(9,8)],8 # null A@ =D :: §) : unfold list

t:=[x+1];

/] 65 = ([x»2n enult »9, 8 0,2+10 9], |list(9,8)],2 # null A@ =9 :: ) : lookup

n := LLen(t);

/] G5 = ([x~2

n=n+ 1;

1

/] 610 = (J[x~2

n - B

nn—>|,§|+1

Lt - 9],

t o P[RR 0,2+ 10 9] [list(9,8)],2 # null A@ =D :: f) : feall

£ 0,2+ 10 9], [list(9,8)], # null A@ = D :: B) | assign

/] 1= (Jx»2n o |B] + 1,t » 9] m@5,llist(® )],

return n;

£#null A& =70 :p): foldlist

// note: we now have two branches, so we must consider changes in both symbolic states
(x> xn -0,

/* Os1 =
0111 =

t — null

ret - 0],

([x - 2[n »

B

{ok: list(x,a) x ret = |al}

+ 1t = Y ret —

B

lig, [list(%,@)],2 = null A@ =1])

+ 1,15, [list}, D], 2 #null A& =D = B) */




Consume postcondition from d5 ; and check that the result satisfies the empty assertion
(i.e. heap = g and pred = @)

return n; %

/¥ 51 = ([x» 2,n »0,t » nulljret — 0],/15, [list(%,®)]| X = null
o1 =([xe2n = |B| + 1,t »Fret & B[ + 1| 7)llist(% @),

) «/

H| S
S
£
=
)
Il
D
)

}
{ok: list(x,a) x ret = |al} _

Consume postcondition from ;7 ; and check that the result satisfies the empty assertion
(i.e. heap = iy and pred = @)




CSE Parametric on Memory Model



Compositional Symbolic Execution

LooKup

i(E) = (i, —) (B = E Py

&,unfold p(E) " ok :

ﬁ.lookup([E,;

E)) ok (1,

ASSIGN A
[E]; = F § = §[x— F]
SKIP # = (3(x) € Val A7)
&,skip I ok : & (8,0, P,#),x := E " ok : (3, . P, &)
llen
ASSIGN- ERR E\AL Ir-THEN . °
[E]s = 3" = 5lerr — “ExprEval”] [E]ls = F #' = (E = true NT) |
7 = (I € Val A7) (8,0, P,7'),Ci Ui o if ((x == null))
(5,2, P, 7),x = E Y err: (8,0, P, 7") (3,1, P, %), if (E) Ci else Cy w 0:0
Ir-ELse . [F-ERR-EVAL i e =" = faise
[Eli=F = (E=falseAr) El=F  # = (Eg¢Valns) i BB
5,0, P, 7"),Ca Ut 0: 6 8" = §lerr — “ExprEval”] n:=0 Evaluating: (x + ..
(8,1, P, %),if (E) C; else Co " 0: 6 (3,1, P, 7),if (E) Cy else Co Uf err: (8, 4, P, %)
| |
I¥-ERR-TYPE X ) ° -
[Els = F  # = (E ¢Bool A E € Val A7) SEQ || return n ti= [x+1)]
§" = §lerr — “Type”] 6.CL M ok:6" & ,Colto:5" / R ?
(5,1, P, 7),if (E) Cy else Co U err: (8", o, P, 7") 6,Ci;Co Ui 0: 6" I
n i= llen(t)
SEQ ERR FoLb UNFOLD v Match | @) >
5C I o:é 0 # ok .. :
6,C1;Ca U1 0167 &,fold p(E") I ok :

)
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Memory Models in Program Reasoning

Memory structure

Memory model = +
Read and write actions



Memory Models in Program Reasoning

Requirement : Different applications require different memory models

1. Different memory models for E.g.: C = bytes, raw pointers, etc.

different languages E.g.: JavaScript = objects, prototype chains, etc.

2. Different types of analyses require E.g.: exclusive ownership vs. fractional
ownership

different types of ghost state

E.g.: performance, implementation effort,

3. Other different requirements automation support, etc.

18



“ VARIABLES

~ Program variables

t = #lvar_6
X = #X
v Heap

~ #loc_@ = allocated

bound = 2
v cells
@ = #lvar_5

1 = #lvar_6
v Predicates
= list(#lvar_6, #lvar_3)
~ Pure formulae
= #lvar_4 == #loc_0
= fivs == ([#lvar_5] @ #lvar_3)
= #ix == [#loc_0@, 0]
v Types
#lvar_3 = List
#lvar_4 = Obj
#vs = List
#x = Pointer
v Axioms
= @ <= len(#lvar_3)
= 0 <= len(#vs)

=0 <= len(#x)

Gillian-While (WISL

Symbolic State

13
14
15
16
17
18
19
20
21

22
23
24
25
26
27
28
29
30
31
32
33

EEy

FEtE)

predicate list(+x, vs) {

(x == null) * (vs == nil);

(x =b> #v, #z) % list(#z, #vss) x (vs == #v::#vss)
}
// === EDIT BELOW HERE ===

{ (x == #x) x list(#x, #vs) }

Verify llen

function 1llen(x) {
if (x == null) {

n:=0
} else {
| t = [x + 11;
On-:=1len(t);

| ni=n+1

};

return n
}
{ list(#x, #vs) % (ret == len(#vs)) }

Program Specification

llen
— &
i .
if ((x == null))
®
o AN
o true™ false.
Yl .
n:=120 Evaluating: (x + ..
1 |
return n t = [(x + 1)]
« Match >
n := llen(t)
W Match \LTJ >

l
>

Symbolic Execution

19



J—
v VARIABLES

Program variables

t = #lvar_6 ~ Symbolic store:

§:PVar — g LExp

N—

X = #x

ﬁ Heap \

v #loc_@ = allocated

bound = 2 ~ Symbolic WiSL memory: ,
vens A LExp = s (LExp = ;o LExp) X LExp g

#lvar_6

\_ 1
v |Predicates

= list(#lvar_6, #lvar_3)

9%
)
Symbolic state:  Fore formuiae J
=000 B /9' - #lvar_4 == #loc_0 \
= #vs == ([#lvar_5] @ #lvar_3)
= #x == [#loc_@, @]

User-defined predicates:
o : type omitted

v

v Types
#lvar_3 = List
#lvar_4 = Obj : Symbolic path condition:
#vs = List T : LEXP

#x = Pointer

v Axioms
= 0 <= len(#lvar_3)
= 0 <= len(#vs)

\: 0 <= len(#x) /

~——




Example CSE Instantiation: WiSL

* Concrete partial memory model: ,
u: Loc = ¢, ((Nat = f, Val) X Nat ),

* Well-formedness condition
(e.g. each cell’s offset is less than the block’s bound)

e Resource assertions: E - E | bound(E,E) | E » @

* Symbolic partial memory model:

At LExp = r ((LExp = 1, LExp) X LExp )

* consumeg,. and produceg,,
(consuming & producing resource assertions)

21



Memory Soundness

0 : LVar —¢;, LValis the logical environment

0)(s, ) = G, P

A

s JT

def
= Ty, ps.

=

and 0, s |=sio §

and |0, Hi1 |=Mem ﬁ
and 0, 115 |Eprea P

and [7]g = true

In the general definition of
partial memory, memory
composition is a requirement of
the instance.

Similarly, the satisfaction relations
for memory and predicates are a
requirement of the instance.

22



WISL actions

WISL Actions

WISL memory actions — lookup, mutate, allocation and deallocation —
are particular instances of general CSE actions.

LOQKUP ) ) )
i(E])) = (i, -) iw(E,) = E ' = (B = E/NE, = E,)

23



Frame Properties for Memory Actions

OX frame “If memory is removed by an action, (non-missing) behaviour is unaffected”
I (e pp)-a(@) a0 (W, 7)
then du”,v",0". p.a(V) ~>pq 0" (", 0") and
(0" # miss = (o =oand ¥/ =¢" and p' = p" - py))
UX frame “If memory is added by an action, (non-missing) behaviour is unaffected”
If p.o(V) ~ a0 (', 0") and o # miss and p’ - py is defined
then  (p-pug).c(¥) ~a 00 (W py, 0)

Result
The WIiSL memory model satisfies the OX and UX frame properties.

24



OX and UX Soundness for actions

corresponding concrete action

If fl.a(E) ~ 0 : (', #',E') and 0 # abort and [E]y = 7 and

[#']o = true and 0, /' Emem [ and [E']g = 7’
then  3p. 0, 4 Emem f and p.a(0) ~ o : (p/,0")

OX soundness All concrete actions can be simulated by a N a w A
corresponding symbolic action oo > U
If p.oe(0) ~ 0: (i, v’) and 0, i Emem ;1 and [[E]](_) =g and B -
(Yo, fi, &' E’ f. a(E) w0z (7 E’) and [7']lg = true and [[E’]]g # 4§ = o # abort) |_Mem . " Mem
then Eﬁ’ T’ E’ 9, pa(E) 2y 0 . (A’ T’ E’) and@ |lv(,u) — 9 ~- a > v
’
and [7'] g = true and @', i’ Emem £’ and [[E lor =0 \/‘
UX soundness All symbolic actions can be simulated by a ﬁ @ - N ﬂ,

Result
WiISL actions are sound.

25



Reasoning with function specifications

Functions with rich function specifications expressed
CSE using user-defined predicates to capture operations
over e.g. pointer-based data structures

e Reasoning about function calls using function specifications
C d d e Verification of function specifications
bliid eluef|plieielids e Folding and unfolding of user-defined predicates

e Using and proving lemmas (similar to functions)



Compositionality: Function Call Rule

L(P)ln = (%= % P) £ (ok : Quc) {err : Qur)

[[E]]S J_lEandG [X — E]

consume(m, P, ] (S, A, P, 7)) w> (ok, 0, (S, dr, ¢f= 7))

pl’OdUCE(Q i 9!! (s llf, pf, h'!)) AND (* ~r P»"’ﬁ!?!:’)

get function specification

evaluate function parameters

consume pre-condition

produce post-condition

(s, 4,

L, P, 7),y = F(E) U ok : (§[y — 7],

¢)r "H!H)

27



Compositional Symbolic Execution: Function Compositionality

Algebraic
Interface

&f {}?::Er’* P } £ (X) {Dk: Q ok } {E?“T‘iQerr}

’\/

consume(OX, P, 8, &) ~ (67, c’}f)

Yy = f(E)

~~ K produce(Q /1, 67, &f) ~ G’




Soundness of Consume and Produce

How do we prove soundness of constructs defined in terms of consume and
produce, such as function call and fold/unfold?

Our answer: algebraic interface for consume and produce

Our interface captures mathematically what has been illustrated using pictures in the
previous slides

e Consume-and-produce operations are sound assuming the
interface holds and the memory actions satisfy frame.

Mathematical definitions allow us to show: _ . -
® The Gillian implementation of consume and produce satisfies

the interface.



Our Consume and Produce Interface

PROPERTY 1 (OX SOUNDNESS: CONSUME).

If m € {OX,EX} and

V', &, 0. consume(m, P, 0,6) ~» (0,0’,6’) and SAT(6") = o # abort)
and 0,s, 1 |= &

then dup, pf, é’, 6f. consume(m, P, é, G) ~ (ok, é’, 6f) and p=pp- pfr
and 0,s,up |=0'(P) and 0,s, jr |= 6

PROPERTY 2 (UX SOUNDNESS: CONSUME).
If consume(m, P, 0, 6) ~ (ok, ', 6¢)

and 0,s, up = é’(P) and 0,s, ¢ = 65 and (pp - yif) is defined
then 0,s,(up-pr) EG

PROPERTY 3 (OX SOUNDNESS: PRODUCE). Let 1v(P) C dom(é).
If 0,s,pp F 0" (P) and 0,s, u |= 6 and (up - piy) is defined
then 30,6'.0'|1vs) =0 and produce(P,0,6) ~ 6’ and 0,s, (up - pr) |E 6’

PROPERTY 4 (UX SOUNDNESS: PRODUCE).
If produce(P,0,5) ~» &’ and 0,s, ju |= 6’
then 3pp,ps.p=pp- ps and 6,s,pp |F 0(P) and 0,s, s F 6

30



Our Consume and Produce Interface

PROPERTY 1 (OX SOUNDNESS: CONSUME).

If m € {OX,EX} and
V', &, 0. consume(m, P, 0,6) ~» (0,0’,6’) and SAT(6") = o # abort)
and 0,s, 1 |= &

then Jup, pf, é’, . cpnsume(m, P, é, &) ~» (ok, é’, 6r) and p=pp -y

Remark: The interface is independent of the
PropERTY  ° Memory model

If * language
* implementation 1

then 0,s,(up-pur) EG

PROPERTY 3 (OX SOUNDNESS: PRODUCE). Let 1v(P) C dom(é).
If 0,s,pp F 0" (P) and 0,s, u |= 6 and (up - piy) is defined
then 30,6'.0'|1vs) =0 and produce(P,0,6) ~ 6’ and 0,s, (up - pr) |E 6’

PROPERTY 4 (UX SOUNDNESS: PRODUCE).
If produce(P,0,5) ~» &’ and 0,s, ju |= 6’
then 3pp,ps.p=pp- ps and 6,s,pp |F 0(P) and 0,s, s F 6

31



Our Consume and Produce Interface

PROPERTY 1 (OX SOUNDNESS: CONSUME).

If m € {OX,EX} and
(V0’,6’,0. consume(m, P, 0,5) ~ (0,0’,6") and SAT(6") = o # abort)

and 0,s, 1 |= &
then dup, uf, 0, 6¢. consume(m, P, 0,6) ~ (ok,0',6¢) and p=pp- py
and O c uol— (D) and A c 1ol Ao

Result: Function Call Soundness
If the consume and produce operations satisfy these OX/UX
If properties, then the function call rule is OX/UX sound.

ana U, S, P U \&) Gna U, S, [if - Of ana (fp - ff) IS aejinea
then 0,s,(up-pr) EG

PROPERT

PROPERTY 3 (OX SOUNDNESS: PRODUCE). Let 1v(P) C dom(é).
If 0,s,pp F 0" (P) and 0,s, u |= 6 and (up - piy) is defined
then 30,6'.0'|1vs) =0 and produce(P,0,6) ~ 6’ and 0,s, (up - pr) |E 6’

PROPERTY 4 (UX SOUNDNESS: PRODUCE).
If produce(P,0,5) ~» &’ and 0,s, ju |= 6’
then 3pp,ps.p=pp- ps and 6,s,pp |F 0(P) and 0,s, s F 6
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Our Consume and Produce Interface

PROPERTY 1 (OX SOUNDNESS: CONSUME).

If m € {OX,EX} and

V', &, 0. consume(m, P, 0,6) ~» (0,0’,6’) and SAT(6") = o # abort)
and 0,s, H X4

then dup, pf, ¢, &f consume(m P,0,5) ~ (ok, &', 6f) and p=pp- pyr
and Yand A c el e

Result

PrOPERTY 2 (UX S{ Gillian’s consume and produce operations

satisfy these properties.

SSAFEOF “IF is defined

then 0,s,(up-pr) EG

PROPERTY 3 (OX SOUNDNESS: PRODUCE). Let 1v(P) C dom(é).
If 0,s,pp F 0" (P) and 0,s, u |= 6 and (up - piy) is defined
then 30,6'.0'|1vs) =0 and produce(P,0,6) ~ 6’ and 0,s, (up - pr) |E 6’

PROPERTY 4 (UX SOUNDNESS: PRODUCE).
If produce(P,0,5) ~» &’ and 0,s, ju |= 6’
then 3pp,ps.p=pp- ps and 6,s,pp |F 0(P) and 0,s, s F 6

33



General Soundness Definition

OX soundness All concrete executions can be simulated by R cl .,
a corresponding symbolic execution G e e o
= 1=
0. CloAocEo=36",6,Cd Ao . cy ¥
o S o’
UX soundness All symbolic executions can be simulated by . cl . .,
a corresponding concrete execution o r 0
6,Clo'No" E6" = 3o,00C |l o' Ao E 6. v ey
O' ............. > O',

34



General OX Soundness Result

Concrete memory actions satisfy OX frame

property OX soundness for symbolic

then o 3 and o execution with function calls and
(o' # miss= (' =y - prand o’ =0 and 0"’ =7’)) fOId/unfOId
+
Symbolic memory action OX soundness Imp/IGS O e > O

If p.a(0) ~» 0 : (p',0") and 6, p FEmem 1 and [[}::]}9 =7 and
(Yo, ﬁ’,ff’,f?’. ﬁ.a(l%) ~w o (7, E') and [7']g = true and ﬂ%’ﬂg # 4 = o # abort)
then 3,4, B0, ja(E) w o (77,4, F') and 0|1y () = 0 |_ ) |:
and [7']gr = true and €', 4’ FEmem A’ and [[%’]]gr =0

O

consumeg.. & produceg.. OX soundness

Result
WiSL symbolic execution is sound




Memory-model instances: CSE and Gillian

Memory model name § OX UX RocqkLoC Gillian
Linear model 6.1

Fractional ownership model 6.2 *
VeriFast-inspired model for C 6.3

Block-offset model for C 6.4

Models for OOP languages (e.g., JavaScript) 6.5 X
CHERI-assembly model 6.6 X X
Block-of-trees model for C 6.7 *

= not applicable, red checkmark = future work, * = variant implemented in Gillian
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WISL demo

Gillian-While with block-offset memory

https://youtu.be/31LeZB 91L4

Diego Cupello


https://youtu.be/3lLeZB_91L4

C demo

Gillian-C with heap tree memory
(see OPLSS26 fourth lecture)

https://youtu.be/zsJLskHjmGoO

Nat Karmios


https://youtu.be/zsJLskHjmG0

Published work, ECOOP’24

* Unified Composmonal Symbolic Execution

e Haskell Implementation

. G|II|an Platform
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Published Work, OOPSLA’25

* Unified Parametrlc Comp05|t|onal Symbollc Execution
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Compositional Symbolic Execution: Foundations

Symbolic
Symbolic Memory Memory Model
Symbolic Actions
consume,.,, produce,.
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   𝜎 ^ =  (   s ^ ,    𝜇 ^ ,    ℘ ^ ,    𝜋 ^ )


   𝜋 ^   : L E x p


      ℘ ^   : type   omitted


   𝜇 ^   : L E x p ⇀ f i n   L E x p


   s ^   : P V a r ⇀ f i n   L E x p


   (   E → )


  L L e n


  { 𝒙 = x   ∗ l i s t  (  x , 𝛼 ) }


  L L e n  ( 𝒙 )   {


  i f  (  𝒙 = n u l l ) {


  𝒏   ≔   0 ;


  }   e l s e   {


  	 𝒕 ≔  [  𝒙 + 1 ] ;


  𝒏 ≔ L L e n  ( 𝒕 ) ;


  	 𝒏 ≔ 𝒏   +   1 ;


  r e t u r n   𝒏 ;


  }


  { o k :   l i s t  (  x , 𝛼 ) ∗ 𝒓 𝒆 𝒕 =  | 𝛼 | }


  { 𝒙 = x   ∗ l i s t  (  x , 𝛼 ) }


  L L e n  ( 𝒙 ) {


  / /        𝜎 1 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦ n u l l ] ,       𝜇 ∅ ^ ,  [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,   t r u e )   : p r o d u c e


  i f  (  𝒙 = n u l l ) {


  / /        𝜎 2 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦ n u l l ] ,    𝜇 ∅ ^ ,  [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,    x ^   =   n u l l )   : if   branch


  / /        𝜎 3 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦ n u l l ] ,    𝜇 ∅ ^ , ∅ ,  x ^ =   n u l l   ∧  𝛼 ^ = [ ] )   : unfolding   list   predicate


  𝒏   ≔   0 ;


  / /        𝜎 4 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ 0 ,   𝒕   ↦ n u l l ] ,    𝜇 ∅ ^ ,   ∅ ,  x ^ =   n u l l   ∧  𝛼 ^ = [ ] )   :   assignment


  / /        𝜎 5 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ 0 ,   𝒕   ↦ n u l l ] ,    𝜇 ∅ ^ ,    [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,  x ^ =   n u l l   ∧  𝛼 ^ = [ ] )   : folding   list   predicate


  }   e l s e   {


  . . .


  l i s t ( x ,   𝛼 )


  𝒙


  𝒏 ,   𝒕


  { 𝒙 = x ∗ 𝒏 , 𝒕 = n u l l ∗ l i s t  (  x , 𝛼 ) ∗ x = n u l l }


  { 𝒙 = x   ∗ l i s t  (  x , 𝛼 ) }


  L L e n  ( 𝒙 ) {


  / /        𝜎 1 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦ n u l l ] ,       𝜇 ∅ ^ ,  [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,   t r u e )   : p r o d u c e


  i f  (  𝒙 = n u l l ) {


  / /        𝜎 2 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦ n u l l ] ,    𝜇 ∅ ^ ,  [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,    x ^   =   n u l l )   : if   branch


  / /        𝜎 3 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦ n u l l ] ,    𝜇 ∅ ^ , ∅ ,  x ^ =   n u l l   ∧  𝛼 ^ = [ ] )   : unfolding   list   predicate


  𝒏   ≔   0 ;


  / /        𝜎 4 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ 0 ,   𝒕   ↦ n u l l ] ,    𝜇 ∅ ^ ,   ∅ ,  x ^ =   n u l l   ∧  𝛼 ^ = [ ] )   :   assignment


  / /        𝜎 5 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ 0 ,   𝒕   ↦ n u l l ] ,    𝜇 ∅ ^ ,    [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,  x ^ =   n u l l   ∧  𝛼 ^ = [ ] )   : folding   list   predicate


  }   e l s e   {


  . . .


  }   e l s e   {


  / /        𝜎 6 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦ n u l l ] ,    𝜇 ∅ ^ ,    [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,    x ^   ≠   n u l l )   : else   branch


  / /        𝜎 7 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦ n u l l ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,  [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,    x ^   ≠   n u l l   ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   :   unfold   list


  𝒕 ≔  [  𝒙 + 1 ] ;


  / /        𝜎 8 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦  y ^ ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,    [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,    x ^   ≠   n u l l   ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   :   lookup


  𝒏 ≔ L L e n  ( 𝒕 ) ;


  / /        𝜎 9 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ | ,   𝒕   ↦  y ^ ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,  [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,    x ^   ≠   n u l l   ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   :   fcall


  𝒏 ≔ 𝒏   +   1 ;


  / /        𝜎  10 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ |   +   1 ,   𝒕   ↦  y ^ ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,  [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,  x ^ ≠ n u l l ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   : assign


  / /        𝜎  11 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ |   +   1 ,   𝒕   ↦  y ^ ] ,    𝜇 ∅ ^ ,    [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,  x ^ ≠ n u l l ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   :   fold   list


  }


  r e t u r n   𝒏 ;


  / /   n o t e :   w e   n o w   h a v e   t w o   b r a n c h e s ,   s o   w e   m u s t   c o n s i d e r   c h a n g e s   i n   b o t h   s y m b o l i c   s t a t e s


  / ∗        𝜎  5 . 1 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ 0 ,   𝒕   ↦ n u l l ,   𝒓 𝒆 𝒕   ↦ 0 ] ,    𝜇 ∅ ^ ,  [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,  x ^ =   n u l l   ∧  𝛼 ^ = [ ] )


                  𝜎  11 . 1 ^   =  (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ |   +   1 ,   𝒕   ↦  y ^ ,   𝒓 𝒆 𝒕   ↦  |   𝛽 ^ |   +   1 ] ,    𝜇 ∅ ^ ,  [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,  x ^ ≠ n u l l ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   ∗ /


  }


  { o k :   l i s t  (  x , 𝛼 ) ∗ 𝒓 𝒆 𝒕 =  | 𝛼 | }


  }   e l s e   {


  / /        𝜎 6 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦ n u l l ] ,    𝜇 ∅ ^ ,    [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,    x ^   ≠   n u l l )   : else   branch


  / /        𝜎 7 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦ n u l l ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,  [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,    x ^   ≠   n u l l   ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   :   unfold   list


  𝒕 ≔  [  𝒙 + 1 ] ;


  / /        𝜎 8 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦  y ^ ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,    [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,    x ^   ≠   n u l l   ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   :   lookup


  𝒏 ≔ L L e n  ( 𝒕 ) ;


  / /        𝜎 9 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ | ,   𝒕   ↦  y ^ ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,  [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,    x ^   ≠   n u l l   ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   :   fcall


  𝒏 ≔ 𝒏   +   1 ;


  / /        𝜎  10 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ |   +   1 ,   𝒕   ↦  y ^ ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,  [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,  x ^ ≠ n u l l ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   : assign


  / /        𝜎  11 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ |   +   1 ,   𝒕   ↦  y ^ ] ,    𝜇 ∅ ^ ,    [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,  x ^ ≠ n u l l ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   :   fold   list


  }


  r e t u r n   𝒏 ;


  / /   n o t e :   w e   n o w   h a v e   t w o   b r a n c h e s ,   s o   w e   m u s t   c o n s i d e r   c h a n g e s   i n   b o t h   s y m b o l i c   s t a t e s


  / ∗        𝜎  5 . 1 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ 0 ,   𝒕   ↦ n u l l ,   𝒓 𝒆 𝒕   ↦ 0 ] ,    𝜇 ∅ ^ ,  [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,  x ^ =   n u l l   ∧  𝛼 ^ = [ ] )


                  𝜎  11 . 1 ^   =  (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ |   +   1 ,   𝒕   ↦  y ^ ,   𝒓 𝒆 𝒕   ↦  |   𝛽 ^ |   +   1 ] ,    𝜇 ∅ ^ ,  [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,  x ^ ≠ n u l l ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   ∗ /


  }


  { o k :   l i s t  (  x , 𝛼 ) ∗ 𝒓 𝒆 𝒕 =  | 𝛼 | }


  / /        𝜎 8 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦  y ^ ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,  [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,    x ^   ≠   n u l l   ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )


  𝒏 ≔ L L e n  ( 𝒕 ) ;


  / /        𝜎 9 ^   =    (   [  𝒙 ↦  x ^ ,   n   ↦  |   𝛽 ^ | ,   𝒕   ↦  y ^ ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,  [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,    x ^   ≠   n u l l   ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )


     𝜎 8 ^  


  LLen


  𝒕


     𝜎 ′ ^ =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦  y ^ ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] , ∅ ,    x ^   ≠   n u l l   ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )


  { 𝒙 = x   ∗ l i s t  (  x , 𝛼 ) }


  L L e n  ( 𝒙 )   {   . . .   }


  { l i s t  (  x , 𝛼 ) ∗ 𝒓 𝒆 𝒕 =  | 𝛼 | }


     𝜎 ′ ^


  𝒓 𝒆 𝒕


  𝒏


     𝜎 9 ^


  }   e l s e   {


  / /        𝜎 6 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦ n u l l ] ,    𝜇 ∅ ^ ,    [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,    x ^   ≠   n u l l )   : else   branch


  / /        𝜎 7 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦ n u l l ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,  [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,    x ^   ≠   n u l l   ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   :   unfold   list


  𝒕 ≔  [  𝒙 + 1 ] ;


  / /        𝜎 8 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦  y ^ ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,    [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,    x ^   ≠   n u l l   ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   :   lookup


  𝒏 ≔ L L e n  ( 𝒕 ) ;


  / /        𝜎 9 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ | ,   𝒕   ↦  y ^ ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,  [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,    x ^   ≠   n u l l   ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   :   fcall


  𝒏 ≔ 𝒏   +   1 ;


  / /        𝜎  10 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ |   +   1 ,   𝒕   ↦  y ^ ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,  [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,  x ^ ≠ n u l l ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   : assign


  / /        𝜎  11 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ |   +   1 ,   𝒕   ↦  y ^ ] ,    𝜇 ∅ ^ ,    [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,  x ^ ≠ n u l l ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   :   fold   list


  }


  r e t u r n   𝒏 ;


  / /   n o t e :   w e   n o w   h a v e   t w o   b r a n c h e s ,   s o   w e   m u s t   c o n s i d e r   c h a n g e s   i n   b o t h   s y m b o l i c   s t a t e s


  / ∗        𝜎  5 . 1 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ 0 ,   𝒕   ↦ n u l l ,   𝒓 𝒆 𝒕   ↦ 0 ] ,    𝜇 ∅ ^ ,  [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,  x ^ =   n u l l   ∧  𝛼 ^ = [ ] )


                  𝜎  11 . 1 ^   =  (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ |   +   1 ,   𝒕   ↦  y ^ ,   𝒓 𝒆 𝒕   ↦  |   𝛽 ^ |   +   1 ] ,    𝜇 ∅ ^ ,  [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,  x ^ ≠ n u l l ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   ∗ /


  }


  { o k :   l i s t  (  x , 𝛼 ) ∗ 𝒓 𝒆 𝒕 =  | 𝛼 | }


  }   e l s e   {


  / /        𝜎 6 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦ n u l l ] ,    𝜇 ∅ ^ ,    [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,    x ^   ≠   n u l l )   : else   branch


  / /        𝜎 7 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦ n u l l ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,  [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,    x ^   ≠   n u l l   ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   :   unfold   list


  𝒕 ≔  [  𝒙 + 1 ] ;


  / /        𝜎 8 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ n u l l ,   𝒕   ↦  y ^ ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,    [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,    x ^   ≠   n u l l   ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   :   lookup


  𝒏 ≔ L L e n  ( 𝒕 ) ;


  / /        𝜎 9 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ | ,   𝒕   ↦  y ^ ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,  [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,    x ^   ≠   n u l l   ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   :   fcall


  𝒏 ≔ 𝒏   +   1 ;


  / /        𝜎  10 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ |   +   1 ,   𝒕   ↦  y ^ ] , [  x ^ ↦  v ^ ,  x ^ + 1 ↦  y ^ ] ,  [  l i s t  (   y ^ ,  𝛽 ^ ) ] ,  x ^ ≠ n u l l ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   : assign


  / /        𝜎  11 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ |   +   1 ,   𝒕   ↦  y ^ ] ,    𝜇 ∅ ^ ,    [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,  x ^ ≠ n u l l ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   :   fold   list


  }


  r e t u r n   𝒏 ;


  / /   n o t e :   w e   n o w   h a v e   t w o   b r a n c h e s ,   s o   w e   m u s t   c o n s i d e r   c h a n g e s   i n   b o t h   s y m b o l i c   s t a t e s


  / ∗        𝜎  5 . 1 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ 0 ,   𝒕   ↦ n u l l ,   𝒓 𝒆 𝒕   ↦ 0 ] ,    𝜇 ∅ ^ ,  [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,  x ^ =   n u l l   ∧  𝛼 ^ = [ ] )


                  𝜎  11 . 1 ^   =  (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ |   +   1 ,   𝒕   ↦  y ^ ,   𝒓 𝒆 𝒕   ↦  |   𝛽 ^ |   +   1 ] ,    𝜇 ∅ ^ ,  [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,  x ^ ≠ n u l l ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   ∗ /


  }


  { l i s t  (  x , 𝛼 ) ∗ 𝒓 𝒆 𝒕 =  | 𝛼 | }


  r e t u r n   𝒏 ;


  / ∗        𝜎  5 . 1 ^   =    (   [  𝒙 ↦  x ^ ,   𝒏   ↦ 0 ,   𝒕   ↦ n u l l ,   𝒓 𝒆 𝒕   ↦ 0 ] ,    𝜇 ∅ ^ ,  [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,  x ^ =   n u l l   ∧  𝛼 ^ = [ ] )


                   𝜎  11 . 1 ^   =  (   [  𝒙 ↦  x ^ ,   𝒏   ↦  |   𝛽 ^ |   +   1 ,   𝒕   ↦  y ^ ,   𝒓 𝒆 𝒕   ↦  |   𝛽 ^ |   +   1 ] ,    𝜇 ∅ ^ ,  [  l i s t  (   x ^ ,  𝛼 ^ ) ] ,  x ^ ≠ n u l l ∧  𝛼 ^ =  v ^ ∷  𝛽 ^ )   ∗ /


  }


  { o k :   l i s t  (  x , 𝛼 ) ∗ 𝒓 𝒆 𝒕 =  | 𝛼 | }


     𝜎  5 . 1 ^


  h e a p =    𝜇 ∅ ^


  p r e d =   ∅


     𝜎  11 . 1 ^


  h e a p =    𝜇 ∅ ^


  p r e d =   ∅


   𝜎 ^ =  (   s ^ ,    𝜇 ^ ,    ℘ ^ ,    𝜋 ^ )


   𝜋 ^   : L E x p


      ℘ ^   : type   omitted


   𝜇 ^   : L E x p ⇀ f i n   (  (  L E x p ⇀ f i n   L E x p )   ×   L E x p ? ) ∅


   s ^   : P V a r ⇀ f i n   L E x p


  𝜇   :   L o c ⇀ f i n   (  (  N a t ⇀ f i n   V a l )   ×   N a t ? ) ∅


  E ↦ E    |    b o u n d  (  E ,   E )   |   E ↦ ∅  


   𝜇 ^   : L E x p ⇀ f i n    (   (  L E x p ⇀ f i n   L E x p )   ×   L E x p ? ) ∅


  𝜃   : L V a r  ⇀  f i n L V a l


  𝛼 ⇝


  𝛼 ⇝


  𝜇


  𝜇


  𝜇


  𝜇


  𝛼 ⇝


  𝛼 ⇝


  𝜇


  𝜇


  𝜇


  𝜇


   (   E → )

